You can restrict who can access PRONTO data via PRONTO-SQL and the PRONTO-ODBC interface in two ways.



Firstly, the user must be granted SQL access to use either of these facilities at all.  This is an option specified when adding or maintaining a PRONTO user.



Secondly, you can control exactly what PRONTO objects (tables) a user is able to see.  User access permissions for SQL/ODBC are implemented as part of the PRONTO-4GL runtime.  They are deliberately designed to be independent of any user access control mechanisms implemented by any PRONTO applications, or versions thereof.



PRONTO SQL/ODBC user access permissions are maintained via the Database Control menu in the PRONTO system administration program.



User access components



There are four components to a user access permission entry.



User

	This is the name of the user this entry applies to.  A special user called ‘*’ is used to denote ALL users.



Database

	This is the name given to the data area (company).  A special database called ‘*’ is used to denote ALL data areas.



Object/s

	This is the name of the PRONTO object definition being referred to.  A partial name can be specified by a trailing ‘*’ in the name.  For example ‘pay*’ matches all objects that start with the word ‘pay’.  An ‘*’ by itself matches all objects.



Grant/Deny

	Each entry is used to either grant access to the specified combination of user, database and object/s, or deny access to them.



Precedence of entries



When multiple entries are valid for a specific user, database, and object combination, the following precedence applies (the first being the highest precedence):



1) User

An entry that specifies the exact user will take precedence over any entry that applies to all users.



Database

	Within the list of entries with the same user value, an entry that specifies the exact database will take precedence over any entry that applies to all databases.



Object

	Within the list of entries with the same user and database values, the entry with the most precise match of the object’s name will take precedence.
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